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Introduction

Under the leadership of the Mayor, the Information Technology
Department (COG -IT) works with departments across the City of Gary
to develop world -class IT infrastructure and applications that provide

our citize ns, businesses, and visitors with the digital services they
expect from a leading global city. In an era of transformative
technology, the opportunities have never been greater to improve
the lives of Gary residents, businesses, and visitors through digital
means. In today & economy there isa demand that we provide them
information and services digitally. The COG-IT recognizes this
demand and our unique role as technology leaders in Gary
government.  Our efforts to reach these goals have been chall enging ¢é
But for all of our accomplishments, our City still remains far from the
ultimate vision of becoming a fully digital and connected city . Therein
lies the importance of strategic planning.

Through effective strategic planning and execution, the COG-IT
focuses its resources on overcoming key challenges to enable the City
of Gary to meet its full potential. As described by famed UCLA

professor, Ri chard Rumel t, AGood strategy
and resources on one, or a very few, pivotal objectives  whose
accomplishment wil|l |l ead to a cascade of
document seeks to summarize our pivotal objectives for the next three

years and the challenges they overcome. This strategic plan contains

a progressive list of, what we do, upcoming projects , and some
accomplishments . Simply put, this document strives to succinctly

summarize our environment, our focus, and our strategic priorities for
2020-23, usi ng wh a Respomrsives Rebpbnsiliie, and Excellent
Tech. o
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COG-1'T Strategic Plané At A Gl ance

The City of Gary endeavors to be digital and connected to improve
the lives of our residents, businesses and visitors

O«

O«

The COG-IT comprises 5 IT professionals delivering the Cityos
different technology  services.

0 The COG-IT believes the single most important success factor is
an in-depth understanding of our customers.

O«

Depending on the  COG-IT service, our customers are: internal
within Gary government, residents/businesses as required , or a
targeted population.

O«

The COG-IT areas of focus Gary6 s Workforce, Serve Gary
Residents and Businesses via the cities workforce and Visitors.

0 COG-IT6s vision is t en-tlasxtechmaogydedartrsert
that demonstrates Responsive, Responsible, and Excellent
Technology.

0 COG-IT6s vision itwoughel i ver ed
31 T Services dlodwhat we
31 T Projectsbuiwhat) we
31 T Metrics (fAihowowell we do
0 Thesekeychallenges cansi gni ficantly hinder the Ci

vision and require strategic coordination to resolve:
Challenge #1 - Funding Resources
Challenge # 2 - Inconsistent Quality in City Technology
Services (# 5)
Challenge #3 1 Cybersecurity, Protecting COG Digital
Enterprise
Challenge #4 1 Professional Development
Challenge #5 - Aging Technology Infrastructure
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0 To overcome these challenges, the COG-IT has developed
objectives and pr oj ect s, known as 6Our St9r ategic
216 :
Priority #1 - Transform Use of Tech By Every City
Department
Priority #2 1 Work with Departments to Apply Technology to
Directly Improve Public Welfare
Priority #3 - Build Next Generation IT Infrastructure and
Capabilities
Priority #4 - Develop our IT Human Resources

Our Environment
Our Services

The COG-IT is comprised of 5 IT professionals with an annual operating
budget of $ X  and deliver IT services to both internal and external
customers. These range from classic, such as computer support,
enterprise applications, data networks, TV stations ,3-1-1 calland online
support , public safety = communications, enterprise social media, and
contract IT Support Services to the Gary Chicago International Airport

Our Customers

The COG-IT believes the single most important success factor in IT
service delivery, is anin -depth understanding of our customers.

Depending on the specific COG-IT service, our customers are:

1 Internal within City government
0 X# elected officials
o X# City employees
o X# City departments
1 External to City government
0 X# Gary residents
0 X# Gary businesses
9 Constituent Services
o Veterans, homeless or nearly homeless, domestic violence
victims, etc.
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1 Universities, Colleges, Public and Charter Schools etc.

Since our department  issmall and serves a very broad constituency, we

need to train team members to work very closely with poli ce, fire, and
emergency management personnel . We work with our Constituent
Services 3-1-1 service, which  engages closely with Council led
community groups, Neighborhood Block Clubs , and the public -at-large,
to understand the needs of residents and business es seeking City of
Gary technical services. As such, a critical success factor for COG-IT is
our ability identify  with City workforce and their customers, understand

their needs and wants, and deliver IT services that maximize the
outcomes they desire. Thi sisin turn, influences our strategic priorities,
investments, and  service offerings.

Our Focus

The following pyramid summarizes what we do and who we serve on a
day -to -day basis:

COG-IT DAY-to-DAY FOCUS

Transforming COG’s

- Operations Innovate
A

Analyze City Data

. , Promote Good City Tech
Serving Gary’s
Resident’s, Businesses, Access to City Services
\_Guest Promote Citizenry Access
Protect Our Cyber assets
| Empowering COG’s Modernize Communication
Workforce Optimize City Cloud
A

Build a Digital Workforce
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Our Philosophy
Our Vision
COG-I T @ision is to migrate Gary to a Digital and Connected City.
Our Mission

Tobest ser vevisdm ytle Cilyof Gary, where COG-IT works to
be a best -in-class technology department that demonstrates
Responsive, Responsible, and Excellent Information Te chnology :

1 Responsive Tech - Delivers business outcomes for every City
department by leveraging agile, flexible services that digitally
engage citizens and employees
1 Responsible Tech - Advocates technologies that promote
sustainable choices and offers train ing opportunities for  developing
a highly skilled, diverse, and representative workforce
1 Excellent Tech - Achieves excellence in core IT infrastructure,
i nnovation, and cybersecurity to protec

How We Accomplish Our Mission

COG-IT6s mission is achieved through:

M ITServices _ Daily operationsé fAwhat we doo
9 ITProjects _ I nitiatives greater than 80 hou
T ITMetrics _ Key performance indicatorsé fAhov

Through the use of free modern tools, the COG-IT manages its
operations, projects, and metrics. The following summarizes the
frameworks used by  COG-IT in these areas:
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We Manage IT Services

On a daily basis, COG-IT staff may implement new IT services, repair
existing ones, or  develop enhancements. In fact, the COG-IT supports
and maintains software applications, network and server infrastructure,

phone communications (fixed and mobile) , computer support, public
safety systems, media communications , Gary Airport system  etc.

We Manage City Cloud Projects

The COG-IT defines projects as a temporary effort to create a new or
substantially changed product or service. Generally, our IT projects are
greater than 80 hours in staff investment, has identified customer
benefits, and a defined start/stop. Towards the fulfillment of our vision,
the COG-IT manages these efforts as projects

We Define Success Through Metrics

If services are what we do and projects are what we build... then metrics

are how well we do it. The Information T echnology Agency ( COG-IT)
Metric measurement for COG  -IT is in its infancy, the gathering of the

right data, data analysis, and the productive use of the analysis in

planning and performance management. In 201 7, Mayor Freeman -
Wilson required all City of Gary departments to establish their own
performance management metrics with monthly reports. This program

needs to be continued and transferred to productive use.

COG-IT Philosophy At-A-Glance

v/ e Make Gary A
' We
Why we Digital Connected

do it? City

Whalt we e Responsive IT
e Responsible IT

d]@/? e Excellent IT
HOW we dO e Services
o 5 ' e Projects
It e Metrics
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Key Challenges

Needless to say, there are many challenges faced by the City of Gary

the COG-IT. However, the following are key strategic challenges that

significantly hinder the Citydos technology vision and r
coordination to resolve.

Challenge #1 - Funding Resources

The U.S. Conference of Mayors (USCM) discussed thre e major themes:

infrastructure, innovation and inclusion. Siting  constituents are

impatient to see progress in all of these areas 0 and cities have to figure

out how to deliver it in the face of serious fiscal constraints. One path

to solving those proble ms i s making their dcthatis,es 0 sm
harnessing data and digital technology to meet the challenge of doing

more with less. Technology alone cannot solve every urban problem.

However, it is a powerful and cost -effective tool for helping cities

accelerate progress. Thus our Vision to  migrate Gary to a Digital and

Connected City.

Challenge #2 - Inconsistent Quality in City Technology Services

The COG-IT has dramatically improved its enterp rise digital services,
infrastructure, and platforms. The COG-IT is now working closely with
other City departments to improve their digital services . City of Gary
departments arevariedin theirtechnology prowess. Some departments
have limited technology expertise or inve  stments. No longer simply the
venue of t he Atechnol ogy depart ment o, t
ubiquitous in just about all business processes. As such, itis critical for

all City departments to become effective users of technology for the
good of Garyd s r e s,ibdsmesdes, and visitors. Leveraging lessons
learned by top - performing departments, the COG -IT has the opportunity
to use Technology Plans to affect and transform technology delivery
across the entire City.
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Challenge #3 I Cybersecurity, Protecting COG Digital
Enterprise

As escalating cyberthreats continue to grab global headlines, local
governments have been hit particularly hard over the past year. From

cities to counties to townships, the breadth and depth of attacks h ave
overwhelmed many jurisdictions. Factors affecting our cybersecurity
efforts:

1 Lack of resources 0 knowledge of cybersecurity as it applies to
our technology applications and infrastructure

1 Aging technology 0 technology that is no longer supported or
under maintenance contracts

1 New technology introduction 0 keeping IT up to date with the
newer technologies, need for knowledgeable technical resources,
to protect against  threat s.

1 Size and scope of local government 0 larger cities and counties
have IT organizations wi t h FTEOGOS t hcgbersechrityn d | e
challenges.
1 Lack of understanding and funding in key local government
executive roles 0 in the end, in order to address the issues
above, it requires funding and suppo rt at the executive levels.

There must be a recognition that technology is no longer a "back -
room" function, that funds must be available to keep the
technology up to date, and that there must be a "cyber disaster
recovery" plan that has the same focus, fu nding and resources as
any disaster recovery plan.

Challenge #4 i Professional Development

A huge issue for our department! Revisit what we do (above), here is
the shortliston theissuesof whatmustbedone: newtechnology, cloud,
big data, virtual ization, BYOD and BYOA, shadow IT, boomers, energy
efficiency, user systems, interoperability, creating value and social
networks. How to do Aknow howtodoit 0? COG-IT will continue to face
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issues brought to them by users, customers and departmental
managers, while they work toward providing IT solutions that best
support organizational priorities.

Challenge #5 - Aging Technology Infrastructure

It seems that every time budget cuts are necessary the first department

to receive cuts is Information Technology. These cuts manifest in
dramatic reductions in infrastructure investments with deferred
maintenance expenses in both existing infrastructur e and replacement
projects. IT Investments in the past two years have made some
infrastructure improvements in the last two years. However, IT
infrastructure is still a major factor in the success of many digital
services and technology opportunities aroun d the City. Effective IT
infrastructure provides an opportunity to transform City services,
increase the effectiveness of the City workforce, and improve the quality

and reliability of  services.

~ Time to Upgrade

S

LOADING...
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Our Strategic Priorities for 20 20-23

Based on the challenges listed above and our assessment of pivotal
objectives, the following summarizes our strategic priorities and
samples of key projects for 2020 -2023. We have determined priorities

1 7 5 as being critical and must be addressed in the coming year 2020 :

1 UPS & Generators i Back-up generators are required in all critical
areas to allow critical business processes to continue when there is a

power outage. Currently at City Hall there are no Back -Up Generator
systems. At a minimum the Telco Room(s) must have its own Back -up
generator, this site is the central hub for all City Operations. Outages

here is detrimental to having continued service for resiliency. UPS
systems are also required for key equipment and services. These

equpment 6s will be affected by sudden surge
to data corruption and VolP communication loss when the system
switches over from main power to a back -up generator. This initiative
requires new Back -Up Generator and UPS systems as projec t for IT to
implement.
UPS & Generators
Managing Department: Project Location:
Supporting Departments:
Back-up Generator Systems
Funding Budget FY2020 FY 2021 FY 2022 FY 2023
Project Description & Justification

2 Storage 1 As departments are working to digitize files, contracts,

certificates and video, the need for storage has increased drastically.
Our current storage can only support the daily work environment not
the needed extensive archive storage. A network storage plan is
necessary to support these issues. This initiative requires a new storage
environment as a project for IT to implement.
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Managing Department: Project Location:
Supporting Departments:

COG-IT Storage Environment
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

3 Computer Replacement I Microsoft has announced that it will
officially begin the Windows 7 end of life phase on Jan. 14, 2020. On

that day, the company will stop supporting Windows 7 on laptops and
desktops, and will no longer patch it with security updates. Bottom line,

any PC, 2-in-1 laptop, tablet or other device that is running on Windows

7 will be on its own when fending off hackers. Based on our Screen
Connect Access system we have ~ 622 machines and easily 95% of

these systems are Windows 7. This upgrade is essential ;a rough budget
cost $400K -$500K. We will work with our finance department and
vendors to develop the best cost effective options.

COMPUTER REPLACEMENT

Managing Department: Project Location:
Supporting Departments:

Computer system replacement

Funding Budget FY2020 FY 2021 FY 2022 FY 2023

J
|

Project Description & Justification

4 Technology Replacement Program T The purpose of this initiative
is to expand the existing IT refresh/replacement p rogram to include
more IT -related equipment such as switches, routers and servers.
Develop the appropriate funding source for equipment maintenance and
support once warrantees have expired. A thorough analysis of the types
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and quantities of equipment to be added, plus determination of the
replacement cycle (number of years) are required in order to determine
the cost of this initiative.

Tech Replacement Program

Managing Department: Project Location:
Supporting Departments:

Expanding and Redefining Replacement Program
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

5 Complete Disaster Recovery/Business Continuity Plan i The
purpose of this initiative is to complete the efforts that have begun to

address development of a DR/BC Plan for the City. Create redundancy

in our off line backup solution by providing a secondary location to

achieve resiliency. The major cost com ponent for this is to purchase
additional Backup and Recovery system for the secondary location and

IT staff time.

Complete Disaster Recovery/Business Continuity Plan

Managing Department: Project Location:
Supporting Departments:

Disaster Recovery & Continuity Plan

Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

6 Increase Use of Fuel Management/GPS Systems i The purpose
of this initiative is to take complete advantage of these systems
currently in our inventory; Online tracking, Fuel control, Route
optimization, Workforce management, Sensor data reading, Geofence
control, Driver behavior monitoring and cost controls. Both systems
were purchased and implemented in 2018 however additional training

and configuration is required to utilize the benefits of the systems. This

initiative requires system configuration corrections, system training and
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end user traini ng. The GPS system has a monthly lease cost which

includes maintenance. No ongoing cost for the
System, maintenance cost will occur after 3 years.

Fuel Management

Increase Use of Fuel Management & GPS Systems

Managing Department: Project Location:
Supporting Departments

Fuel Management Increase & GPS

Funding Budget FY2020 FY 2021 FY 2022

Project Description & Justification

7 Gary Common Council Technology Upgrades

FY 2023

T This initiative

resolves long overdue technology obsolescence. This plan will provide
improved reliability and increased performance on a digital basis. This
increased performance will be obtained via digital cameras, LED lighting

for enhanced picture qua lity, flat screen LCD monitors (placed
strateg ically in the council chambers) , digital microphones, advanced
sound monitoring, a digital sound mixing console and computerized
presentations. This will be accompanied by a control room built in the

council c hambers. These innovative additions can be
to come.

upgraded for years

Gary Common Council Upgrades

Managing Department: Project Location:
Supporting Departments:

Resolving Obsolesce in Gary Common Council

Funding Budget FY2020 FY 2021 FY 2022

Project Description & Justification

8 Streaming Media Communications -

FY 2023

Lightcast.com is multi

platform OVP & OTT provider with end -to -end packages for the creation

of TV Apps, Mobile Apps, Web Apps and Social App
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live -streams & on -demand media to Roku, FireTV, AppleTV, SmartTVs,
AndroidTV, Mobile Apps and Websites. Our award -winning media
management system (CMS) the "Media Cloud" allows content producers

and publishers to upload, manage, control and monetize all of their
contents, streams, files, metadata, image & sidecar files, app navigation
structures, across all connected websites, social platforms, mobile apps

and TV appsinreal -time.

Streaming Media Communications

Managing Department: Project Location:
Supporting Departments:

Lightcast Media (Cloud)
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

9 Include IT in New Employee Orientation i The purpose of this
initiative is to educate new employees regarding the availability of all IT

systems that can be used to support their job functions. Initial
conversations and planning has begun with HR. This initiative includes

the use of the Catalo g of IT Products and Services (Catalog must be
generated and maintained described below) and would include a review

of IT -related policies and procedures, and training opportunities. The

major cost component of this initiative is IT and HR staff time to pr epare
for and become a part New Employee Orientations.

COG-IT in New Employee Orientation

Managing Department: Project Location:
Supporting Departments:

Inclusion of COG-IT in N.E.O

Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification
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10 Create an IT Training Assessment Program i The purpose of

this initiative is to develop relevant IT -related training programs for new

and existing City employees to ensure that they can be as productive as

possible and fully wutilize the Citybs I T
identification  and/or development of an on -line self -assessment tool

t hat captures employeesd | evel of knowl edg
systems they use to perform their work. It also includes development of

a template that assists departments with identifying wha t systems a

new employee would use and ensuring that new employees receive

training to do so. It would result in the development of personalized

training plans based on the results of these activities including Computer

Basics for those employees who are n ot familiar with using a computer
(Windows 10). The major cost component for this initiative is the on -
line self -assessment tool and the resources necessary to create and
manage the training plans. The actual training is another cost factor for

those areas where it does not currently exist.

Establish COG-IT Training Assessment Program

Managing Department: Project Location:
Supporting Departments:

COG-IT Training Assessment Program
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & lustification

Resource IT Consulting Services for the IT Department i The
purpose of this initiative is to support the evolution of the COG-IT
Department to provide consulting and research services for departments

to ensure that departments are aware of available technology.
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COG-IT Consulting Services for ITS Dept.

Managing Department: Project Location:
Supporting Departments:

Support Evolving ITS Department
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Develop Catalog of IT Products/Services i The purpose of this
initiative is educate new and existing emp loyees regarding the
availability of IT -related products and services, and policies and

procedures related to the use of IT sy stems. This initiative includes

creation of an on -line and hard copy catalog of IT -related products,
services, policies, and procedures for internal distribution including use

at New Employee Orientations. The major co st component of this
initiative is IT staff time.

COG-IT Catalog

Managing Department: Project Location:
Supporting Departments:

Developing Catalog of COG-IT Products & Services
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

City of Gary Intranet i The purpose of this initiative Is to provide
management -level information in a useful format based on the role and
responsibilities of the end user. The City can make use of Office365
cloud services such as Microsoft SharePoint for assembling information
and presenting in various ways of on-line access. The major cost
component of this initiative is related to development of requirements,
screen and report design, programming and development costs, as well

as, IT technical and end user training.
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City of Gary Intranet

Managing Department: Project Location:
Supporting Departments:

Implementing Intranet for End-User
Funding Bucget Y2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Establish IT Super Users Program i The purpose of this initiative is
toi mprove end wuser support and training f
systems through identification, trainin g, and support of Super Users;

City employees who are not in the IT department but are above average

users of a particular IT application. This initiative includes identifying

one or more Super Users per departmen t to address the Ci
applications; id entifying certification p  rograms for Super Users for the

various IT applications; and identifying means to reward Super Users,

such as access to better hardware and software and advanced training

programs. ( Need t o be det er mirhe eodt ofithis e wisiative 0 ) .

is drive n by training and certification needs.

IT ‘Super User’ Program

Managing Department: Project Location:
Supporting Departments:

Establish COG-IT Super User Program
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Redefine Pre and Post - Implementation Training Requirements T

The purpose of this initiative is to maximize t he training provided by

vendors when a new system or major upg rades to an existing system

are i mpl emented. This initiative includes m
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contract language to require both pre a nd post -implementation training

for end users. Although there is no direc t cost involved in changing the
contractter ms, t he vendor 0 sease mrgptovidmagtyainingnnc
this manor. | T must be involved in planning and

software and technology to support this efforts.

Redefine Pre & Post Implementation Training Requirements

Managing Department: Project Location:
Supporting Departments:

Redefining Training Requirements
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Deploy Mobile Devices in the Field for Access i The purpose of this
initiative is to increase remote acce ssto Cardiograph (orits replacement
system) & Code technology to provide viewing of work order, permit
and other r elated data as well as input of information into the system.
This initiative  includes providing rugged cased tablets for staff working
in the field and training them to remotely access permit, metering,
inspection, crime, and othe r data from the Cardiograph & Code
technology . The mobile services consist of AT&T, T -Mobile, and FirstNet
Currently we do not have Mobile Device Management (MDM)
capabilities. This allow the City to retain ownership of mobile devices if

lost, stolen, locked, and devices not returned upon termination. The

major cost component is the purchase of tablets and s taff training.

Deploying Devices for Field Access

Managing Department: Project Location:
Supporting Departments:

Device Deployment
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification
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Remote Access to Maps & Images T The purpose of this initiative is

to provide access to the Cityds geographic
maps and data (layers), as  -builts, site plans, and other image files in

the field to support decisi on-making and job performance. This initiative
includes identifying, organizing, cataloging, updating and publishing the

Ci t yaéngimage -type filesincluding producing data foruseinthe field
and establishing a process to directly download necessary images and
ma ps to remote devices . It also includes establishing a periodic update
process for distribution of new or modified images. The major cost
component of this initiative is COG and GSD IT staff time to identify,
organize, catalog, update, and dist rib ute these images. Additionally,
staff working in the field need the proper equipment and training to

make use of these image files. (Collaboration)

Remote Access to Maps & Images

Managing Department: Project Location:
Supporting Departments:

Accessing GIS to Support Decisions and Job Performance

Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Implement IT Professional Development T The purpose of this
initiative is to provide professional development for COG -IT staff:
Service Strategy, Service Design , Service Transition , Service Operation,
and Continual Service Improvement. This initiative will promote
practices and improve in IT operations and service management. The
major cost componento  fthisinitiative is for COG - IT staff to develop an
implementation plan, which include ability to study, certification

funding, and if available attending certification classes.

IT Professional Development

Managing Department: Project Location:
Supporting Departments:

Providing Development for COG-IT Staff
Funding Budget FY2020 FY 2021 FY 2022 FY 2023
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Implement Formal Project Management i The purpose of this
initiative  is to begin using a more formal, best practice based project
management methodology. It includes obtaining training, deploying a
methodology, and obtaining tools. The major cost factors for this
initiative are training and the purchase and deployment of Project
Management Software tools. This initiative also include the building on
the implementation of IT Governance and establish a process for project
prioritization that includes business case justification. While many

me thods exist, the City should implement one that includes measures
beyond traditional return on investment. Additional cost may be
incurred if 3rd party resources are used to define and deploy a best
practice based methodology.

Instituting Project Justification Methodology

Managing Department: Project Location:
Supporting Departments:
Implementing COG-IT Governance
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

City -Wide Video Surve illance 1 This initiative continue the coverage

of video surveillance of City building, locations and assets. Currently we

have surveillance at: Gary Housing Authority sites, Public Safety, City

Hall, Rainbow Shelter, Genesis, General Services, Gleason Park, all Fuel
Stations, and to be added Hudson Campbell. This project includes the
design, supply and installation of video surveillance system s with
camera upgrades as required . The system will enable the Police, COG -
IT as well as authorized staff in City facilit ies remote internet based
access to images produced by the cameras, and provide storage and
playback for one month on an automatic basis. Long -term storage can
be provided with convenient access at additional cost. The major cost
component of this initia  tive is based on continued assessment of City
assets and locations that require camera installations or camera
upgrades.
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City-Wide Video Surveillance

Managing Department: Project Location:
Supporting Departments:

Surveillance Expansion/Upgrades
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Desktop Alerting and Notification System T I n todayos
active shooter and other emergencies instant notification of a cr isis to
employees is necessary. An Active Shooter working group is tasked with
providing an emergency plan for city employees to prepare for a possible

crisis. One aspect of the plan is the Desktop Alerting and Notification

System. We will be implementi ng a one-way alerts and notifications
system to desktop users, which cannot be skipped, ignored or saved for

later . Alerts carrying varying priorities, customizations, audibility and

delivery options to be distributed across the organization in seconds |

each with an accurate, real -time record of receipt and
acknowledgement.  The major cost component of this initiative is a one
time fee for the system and COG- IT staff to develop an implementation
plan.

Managing Department: Project Location:

Supporting Departments:

Emergency System Implementation
Funding Budget FY2020 FY 2021 FY 2022 FY 2023

Project Description & Justification

Regional Data Service (RDS) T This initiative  maintain s the RDS
system including software support of the system onsi te and remote,
design services, custom programming services, user training and
customer representations with outside data processing vendors. Current
applications software products; Financial Accounting & Report/Web
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Purchasing , Payroll/Personnel , Budget Forecasting , Fixed Assets,
Construction Contracts , Warehouse Inventory , Online Requisition &
Purchase Orders , Work Orders and Report Builder Web . RDS also
provide s up to 10 14 hours of technical support. Technical support
include s the following, as it relates to the use of RDS's application
software:  Onsite support , Custom programming , Phone Support ,
Remote dial d insupport , Training (not including special training sessions

that carry add itional char ges, such as year -end training ).

RDS Human Resource Module T Human Resource , this RDS initiative

works with the Applicant Tracking and Employee Access modules to

improve the efficiency of the HR Department , Applicant Tracking Web

based Software that enables the HR Department to create custom

applications by job type. Applicants can enter applications on the Gary

City Web site through a secure SSL connection. Employee Access Web

based Software gives employees access to their payroll information such

as pay stubs, | eave, b e n eah iprintsout edpieseéof Empl o
their W206s and fill out forms est &RDPSi shed
cost is annual, paid in monthly installments

Managing Department: Project Location:
Supporting Departments:

RDS Maintenance

Funding [Budget [Fy2020 [Fy 2021 [Fy 2022 [FY 2023

Project Description & Justification

IT Services Gary/Chicago International Airport Authority i This
ini tiative COG -IT provides contract Information Technology services to

the GCIAA. The principal activities required in supporting this
infrastructure include (but not limited to) . Network Assessment
Network Engineering , Network Installation , Network Testing and
Support , Email support , Remote & Onsite Monitoring , Offsite & Onsite
Data Backup , IT Consulting & Budgeting , VoIP Telecom and Technical
Support. COG -IT impact none at the present time.
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COG-IT Strategic Priorities At-A-Glance

VISION

MISSION

STRATEGIC PRIORITIES
2020- 2023

KEY PROJECTS PLANED
OR IN PROGRESS

MAKE GARY A DIGITAL & CONNECTED CITY

P

Transform Gary
Operations

Serve Residents,
Businesses, Guest

Empower Gary
Workforce

&

Transform Use of
Technology By City
Depts

Apply Technology
to Directly Improve
Public Welfare

Build NextGen IT
Infrastructure

TRAIN

&

¥ Collaborate w/City Depts
¥" Are we doing thing right?
¥ Are we doing right things?
¥ Publish Tech Strategy

¥" WiFi all City Bldgs

¥ Expand Cloud Apps
¥ VoIP Expand/Migrate
¥ Cyber Education

v Protect Critical Assets
¥ Train City Werkforce
¥ COG-IT Pro Development

v’ Surveillance, Alerts

Assessment of cumulative progress in 2017 - 2019:
1 Centralize City -wide IT functions to deliver core infrastructure
services
o This is a dal i vi ng Wl oFalhfrastructurd (see WA N

attached network diagram)

o This function enables the City to deliver scalable data, voice

and video communications on the City
via AT&T Switched Ethernet (A.S.E.) & Comcast Ethernet

Network Service (E.N.S). The ASE & ENS is currently running

over a combination o  f fiber optic and copper networks, over

the past year to now, webve wupgrade

from 4MBS, 10MBS & 100MBS building to building to 500MBS
and 1 Gigabyte speeds.

A Our current needs, the replacement and acquisition of
networking equipment which includes; core switches,
edge switches, firewalls, routers, gigabit modules, fiber
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optic cable, various networking monitoring tools,
packet filtering/ traffic shaping devices, and
professional services. It is essential that we enhance
the core networkto  eventually 1 Gigabyte.

0 WI -Fl Infrastructure , iImplementing City -wide WI-Fl in all
city buildings. WI -FI access is available for staff (Secure
login) and guest (via request). Because of the recent
infrastructures upgrades WI -FI speeds have increased
dramatically

o Consulting Services are used when making network
modificat ions, which are required for integration of products
or services. Funding is utilized to maintain a secure, viable
and reliable COG -Switched Network architecture and to
evolve to the next -generation network architecture/
protocols. Funds in FY 2017 T FY 2020 have been and will be
used for the acquisition and/or replacement of network
equipment and for network consulting services.

0 Cybersecurity solutions : we have |Iimplemented

Servero whi ch del i vers an I ndi
Privileged Account Ma nagement (PAM) solution to protect our

Akeys t o t he ki ngd eattagks &nd dnsiderc y ber

threats. Thycotic Secret Server assures the protection of
privileged accounts while being the fastest to deploy, easiest

to use, scalable enterprise -class solution offered at a
competitive price.

1 Deploy Business functions to deliver core infrastructure services

o0 Document Imaging i Health Dept Digital Scanner Project,
Digitizing BIRTH and DEATH records dating back to 1906.
Purchased imaging software Square 9, rented s pecialized
large scale scanner to scan ledger sized books into
searchable digital documents.

A This project provided funding for software and licensing
for document imaging initiatives. This project will
support continual improvements and new development
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toi maging technol ogies that suppor
E-Docs.

o COG Copier Printer Contract , IT has consolidated all
Copiers and Copy Support Services using a single vendor
Konica Minolta. This contract will decrease costs while
increasing overall productivi ty by upgrading equipment and
capabilities, maintaining consolidated services with one
vendor and increase staff productivity and efficiency by
reducing paper handling. Added benefit potential E -
Document Imaging solutions can move forward.

0 Implementation of GPS vehicle tracking system
Citywide . The capabilities are: Real -time GPS tracking,
route management, Vehicle or asset finding, True idling,
engine use, status indicator, Speeding, mileage, activity stop
and arrival, Job/route tracking, begin/end of da y, Web -based
software, mapping, mobile/tablet browser accessible, Fuel
economy and usage, Vehicle service records, engine hours,
historical data playback, data retention and System
management and administration.

A This is a fliving goal@&uyseambr e tr
iImplementation of supervisory reports for workforce
management
o Fuel Management System Project , Implemented a more

secure and accurate way of managing the City of Gary fuel
operations, including a real time reporting on fuel usage,
tank levels and fuel orders. Fuel tanks are now secure and

networked managed 1 access to fuel and video surveillance.
A This is a dliving goal o, more tr;
implementation of supervisory reports for workforce
management
o Voice over Internet Protocol (VolIP) Telephony

System ,isthe currentimplementation of Voice over Internet

Protocol (Vol P), the Citybs enterpri

services. The implementation also provides for City -wide 5 -

digit dialing with directory. IT has been refining departmental
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VolIP configurations including call centers, advanced call
flows, and implementation of enhanced features for
deployment. Its purpose is to increase productivity as well
as create efficient voice communication services across the
enterprise.

A Although the im plementation was completed in
December 2018, the project genesis was in 2014 and
the installed system is 5 years old. Maintenance and
support will end in 2020, problem potential in years to
come.

o City -Wide Video Surveillance System , multiple upgrades
to the Cityods existing camer a system
installed over the years. Three major implementations; GHA
Live Video Surveillance feed to the Gary Police Department,
the Video Surveill ance System for th
Video Surveillance for all Fue  ling stations. All systems utilize
the Cityds Metro Area Network ASE &
reliably and securely. The system will allows additional City
facilities to be monitored remotely and assist public safety
when investigating reports of crime and /or vandalism.

A More upgrades are need and will be planned in future
budgets

o City Clerk & Court LAN & PC Implementation of a new LAN
network for the City Clerk and Court, the local area network
(LAN) infrastructure in City Clerk was/is Apple Macintosh
netwo rk, which was not compatible with the State system,
and the Court computer systems were outdated. City Clerk
and Court ar e now compatible with

Production and itodés new LAN infrastr
computer systems as required by t he state. The City Clerk

and Court wutilize the Cityobds Metro A
and the Cityodos 1 Gigabit internet <co
o0 COG Computer Training Lab , installation of a state  -of-the

art training facility. The lab has 16 All -N-One 220 touch
screen computer systems, an 800 t o
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monitor connected to a teacher station. City computer and
training is now being held on a continuous basis.

o0 Custo ms and Border Patrol at Gary Airport
Telecommunications implemented the Telecommunication
system for Homeland Security Customs & Border Patrol at
the Gary Airport. Installation of PBX for voice network and
setup of Internet access.

0 Public Works Command Ce nter, provided the technology
and installation of the Public Works Command Center in the
General Services building. The install included the
installation of wall -mounted networked mini PC

LCD monitor, computer network with VolP phone system.

The Command Center monitors the Fleet Management
System in real time. Remote access capability is available

iffwhen necessary.

In Summary

The COG-IT Department would like to thank the IT team for their
participation, input and leadership during the planning process. As
documented in this plan, the future of both the City of Gary and COG-
IT is bright, exciting and not without challenges. The future success

of the city will be greatly depen dentuponthe abilityof COG-IT to deliver
sound, financially prudent, innovative solutions.

City of Gary Information Technology Department
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CITY OF GARY
Metro Area Network via A.S.E/E.N.S
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